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Sissejuhatus
Niisiis valisin enda referaadi teemaks arvuti viirused, kuna praegusel ajal on see väga aktuaalne teema ning on seotud nii IT kui ka andmeturbega. Olen ka isiklikult väga huvitatud lähemast raali viiruste uurimisest, kuna need tekitavad  suuri ebameeldivusi ja probleeme inimestele, kes vajavad tööks või mingiks muuks otstarbeks arvutit.
Tavakasutajad tihtipeale arvavad, et aega on alati vähe ja elu liiga lühike, et muretseda mingite viiruste pärast, mis pealegi asetsevad arvutis ning ei mõjuta meie endi tervist. See arvamus tuleneb sellest, et ei teata viirustest ja nende ohtlikkusest eriti palju. Tegelikult võib viirusega varastada arvutist väga tähtsat informatsiooni või hoopis keerata tuksi arvuti kõvaketas ja kaasneb sellega ju andmete kadu. Tagajärjed võivad sel puhul olla palju hullemad, kui väikese haiguseviiruse läbipõdemisel. See oligi peamiseks initsiaatoriks uurimaks seda valdkonda, peale eelmises lõigus nimetatu.
Peamiseks eesmärgiks seadsin endale teha selgeks lühidalt nende ajalugu, et täpsemalt teada saada, kust said alguse ning kuidas arenesid, siis milleks neid kasutatakse, kuidas nad mõjuvad, kui ohtlikud on, kuidas arvutisse tulevad, mida teha, et neid vältida.
Viirused muutuvad aasta-aastalt ohtlikumaks ja keerulisemaks, kuna selleks, et tänapäeval arvutisse jõuda peab virus ära lollitama enamus juhtudel viirusekaitse programmi, mis on enamustel arvutitel peal. 
Ma arvan just see, et viirusetõrje  programmid on väga levinud on paljudele viiruse kirjutajatele suureks motivatsiooniks, kuna see, kes suudab tänapäeval kirjutada viiruse, mida tõrjeprogramm läbi laseb on kõva tegija nende hulgas, kes tegelvad sellega. Olen kuulnud, et paljud peavad seda isegi kunsti vormiks (viiruste kirjutamist). Ühesõnaga üritan ka viiruste kirjutamise tagamaid natukene uurida. Kindlasti aga ei saa seda väga põhjalikult teha, kuna sellest saaks ilmselt väga pikk analüüs ning praeguses referaadis ei ole see nii tähtsal kohal.
Otsustasin referaadi teha nii, et refereeritud os on inglise keeles ja sissejuhatus ning kokkuvõte on eesti keeles. Eesti keelsed pealkirjade tõlked on toodud pealkirja all sulgudes.
Introduction to the Theme Virus
(Sissejuhatus teemasse ”virus”)

What Is a Virus
(Mis asi on virus)
In computer security technology, a virus is a self-replicating program that spreads by inserting copies of itself into other executable code or documents. A computer virus spreads by inserting itself into living cells. Extending the analogy, the insertion of the virus into a program is termed infection, and the infected file (or executable code that is not part of a file) is called a host. Viruses are one of the several types of malware or malicious software. Basic rule is that computer viruses cannot directly damage hardware, but only software.

While viruses can be intentionally destructive (e.g.   by destroying data), many viruses are fairly benign or merely annoying. Some viruses have a delayed payload, which is sometimes called a bomb. For example, a virus might display a message on a specific day or wait until it has infected a certain number of hosts. A time bomb occurs during a particular date or time, and a logic bomb occurs when the user of a computer takes an action that triggers the bomb. However, the predominant negative effect of viruses is their uncontrolled self-reproduction, which wastes or overwhelms computer resources.

Definition
(Definitsioon)
A virus is a type of program that can replicate itself by making (possibly modified) copies of it. The main criterion for classifying a piece of executable code as a virus is that it spreads itself by means of 'hosts'. A virus can only spread from one computer to another when its host is taken to the uninfected computer, for instance by a user sending it over a network or carrying it on a removable media. Additionally, viruses can spread to other computers by infecting files on a network file system or a file system that is accessed by another computer. Many personal computers are now connected to the Internet and to local-area networks, facilitating their spread. Today's viruses may also take advantage of network services such as the World Wide Web, e-mail, and file sharing systems to spread, blurring the line between viruses and worms.

Viruses can infect different types of hosts. The most common targets are executable files that contain application software or parts of the operating system. Viruses have also infected the executable boot sectors of floppy disks, script files of application programs, and documents that can contain macro scripts. Additionally, viruses can infect files in other ways than simply inserting a copy of their code into the code of the host program. For example, a virus can overwrite its host with the virus code, or it can use a trick to ensure that the virus program is executed when the user wants to execute the (unmodified) host program. Viruses have existed for many different operating systems, including:

· MS-DOS;

· Amiga OS;

· Linux;

· Mac OS;

· Microsoft Windows (today most of viruses are made for that Operation System).
A virus reproduces, usually without your permission or knowledge. In general terms they have an infection phase where they reproduce widely and an attack phase where they do whatever damage they are programmed to do (if any). There are a large number of virus types.
History
(Ajalugu)
 In the earliest computers it was vital that you knew the initial state of the computer. It was also important that no remnants of other programs remain. An instruction was often implemented that had only one function: it would copy itself to the next memory location and then proceed on to that location. Thus, by starting this instruction at the beginning of memory, the entire memory space could be "filled" with a known value. This single instruction could be seen as the first viral type program. 

As computers progressed, it became possible to run more than one program at a time in a single machine. It was, of course, important that each program, and its associated data, be contained within certain bounds, or partitions. Inevitably, there were programs which "broke the bounds", and would either perform operations on the data or programs belonging to different procedures, or actually transferred control to random areas and tried to execute data as program instructions. Random operations and damage would result. Attempts to trace the "path" of damage or operation would show "random" patterns of memory locations. The model became known as a "wormhole" pattern, and the rogue programs became known as "worms". In an early network of computers a similar program, the infamous "Xerox worm", not only broke the bounds within its own computer, but spread from one computer to another. This has led to the use of the term "worm" to differentiate a viral program that spreads over networks from other types. The term is sometimes also used for viral programs which spread by some method other than attachment to, or association with, program files. 

A program called "Elk Cloner" is credited with being the first computer virus to appear "in the wild" -- that is, outside the single computer or lab where it was created. Written in 1982 by Rich Skrenta, it attached itself to the Apple DOS 3.3 operating system and spread by floppy disk.

The first PC virus, was a boot sector virus called (c)Brain, created in 1986 by two brothers Basit and Amjad Farooq Alvi, operating out of Lahore, Pakistan. Reportedly the brothers created the virus to deter pirated copies of software they had written. 
Before computer networks became widespread, most viruses spread on removable media, particularly floppy disks. Some viruses spread by infecting programs stored on these disks, while others installed themselves into the disk boot sector, ensuring that they would be run when the user booted the computer from the disk.

When bulletin board systems and online software exchange became popular in the late 1980s and early 1990s, more viruses were written to infect software. Shareware and bootleg software were equally common vectors for viruses on BBSes. Within the "pirate scene" of hobbyists trading illegal copies of commercial software, traders in a hurry to obtain the latest applications and games, were easy targets for viruses.

Since the mid 1990-s, macro viruses have become common.These viruses spread in the Microsoft Office monoculture by infecting documents and spreadsheets. Since Word and Excel were also available for Mac OS, most of these viruses were able to spread on Macintosh computers as well. Numerically, most of these viruses did not have the ability to send infected e-mail. The ones that usually worked by accessing the Microsoft Outlook COM interface. Some versions of Word have had bugs in the calls by which macros replicate themselves, causing occasional replication errors, which has sometimes resulted in actual evolution by natural selection. Also, again closely analogous to biological viruses, sometimes when a system gets infected with two Word macro viruses at the same time, recombination can produce a new virus.

There is also the case in which a user gets a computer virus through instant messaging; this process is done by taking the virus code and placing it into a web site's shortcut which is accessible through Instant Messaging someone. The receiver gets the virus and within a few hours of being on the virus has the capability of transferring itself all the way to the computer's network. 
What Do They Infect
(Mida nemad nakatavad)
Viruses can infect a number of different portions of the computer's operating and file system.These include:

· System Sectors

· Files

· Macros

· Companion Files

· Disk Clusters

· Batch Files

· Source Code

· Worms using Visual Basic
Why Computer Viruses Are Created

(Miks tehakse arvuti viiruseid)
Unlike biological viruses, computer viruses do not simply evolve by themselves. Though it is possible that random copying errors and recombination can lead to actual evolution of computer viruses, there is no documented example. They cannot come into existence spontaneously, nor can they be created by bugs in regular programs. They are deliberately created by programmers, or by people who use virus creation software.

Virus writers can have various reasons for creating and spreading malware. Viruses have been written as research projects, pranks, vandalism, to attack the products of specific companies, to distribute political messages, and financial gain from identity theft or spyware. Some virus writers consider their creations to be works of art, and see virus writing as a creative hobby. Additionally, many virus writers oppose deliberately destructive payload routines. Some viruses were intended as "good viruses". They spread improvements to the programs they infect, or delete other viruses. These viruses are, however, quite rare, still consume system resources, may accidentally damage systems they infect, and, on occasion, have become infected and acted as vectors for malicious viruses. Moreover, they normally operate without asking for permission of the owner of the computer. Since self-replicating code causes many complications, it is questionable if a well-intentioned virus can ever solve a problem in a way which is superior to a regular program that does not replicate itself.

How a Virus Replicates
(Kuidas virus kopeerib ennast)
In order to replicate itself, a virus must be permitted to execute code and write to memory. For this reason, many viruses attach themselves to executable files that may be part of legitimate programs. If a user tries to start an infected program, the virus` code may be executed first. Viruses can be divided into two types on the basis of their behavior when they get executed:

· Nonresident;

· Resident. 

Nonresident viruses immediately search for other hosts that can be infected, infect these targets, and finally transfer control to the application program they infected. Resident viruses do not search for hosts when they are started. Instead, a resident virus loads itself into memory on execution and transfers control to the host program. The virus stays active in the background and infects new hosts when those files are accessed by other programs or the operating system itself.
Non Resident Viruses
(Asukohata viirused)
Nonresident viruses can be thought of as consisting of a finder module and a replication module. The finder module is responsible for finding new files to infect. For each new executable file the finder module encounters, it calls the replication module to infect that file.

For simple viruses the replicator's task is to:

1. Open the new file.
2. Check if the executable file has already been infected (if it is, return to the finder module).
3. Append the virus code to the executable file.
4. Save the executable's starting point.
5. Change the executable's starting point so that it points to the start location of the newly copied virus code.
6. Save the old start location to the virus in a way so that the virus branches to that location right after its execution.
7. Save the changes to the executable file.
8. Close the infected file.
9. Return to the finder so that it can find new files for the replicator to infect.

Resident Viruses
(Asukohaga viirused)
Resident viruses contain a replication module that is similar to the one that is employed by nonresident viruses. However, this module is not called by a finder module. Instead, the virus loads the replication module into memory when it is executed and ensures that this module is executed each time the operating system is called to perform a certain operation. In this case, the virus infects every suitable program that is executed on the computer.

Resident viruses are sometimes subdivided into a category of:
· fast infectors;

· slow infectors.
Fast infectors are designed to infect as many files as possible. For instance, a fast infector can infect every potential host file that is accessed. This poses a special problem to anti-virus software, since a virus scanner will access every potential host file on a computer when it performs a system-wide scan. If the virus scanner fails to notice that such a virus is present in memory, the result might be that the virus can infect all files that are scanned. Fast infectors rely on their fast infection rate to spread. The disadvantage of this method is that infecting many files may make detection more likely, because the virus may slow down a computer or perform many suspicious actions that can be noticed by anti-virus software. Slow infectors, on the other hand, are designed to infect hosts infrequently. For instance, some slow infectors only infect files when they are copied. Slow infectors are designed to avoid detection by limiting their actions: they will not slow down a computer noticeably, and will at most infrequently trigger anti-virus software that detects suspicious behavior by programs.
Types of Hosts
(Võõrustajate tüübid)

Viruses have targeted various types of hosts. This is a shortened list(main hosts):
· Binary executable files (such as COM-files and EXE-files in MS-DOS, Portable Executable files in Micro Soft Windows, and ELF files in Linux)

· Boot sectors of floppy disks and hard disk partitions

· The master boot record of a harddisk

· General-purpose script files (such as batch files in MS-DOS and Microsoft Windows, and shell script files on UNIX platforms).

· Application-specific script files (such as Telix-scripts)

· Documents that can contain macros (such as Microsoft Word documents, Microsoft Excel spreadsheets, AmiPro documents, and Microsoft Access database files)
How Viruses Avoid Detection
(Kuidas viirused väldivad avastamist)
In order to avoid detection by users, some viruses employ different kinds of obfuscation. Some old viruses, especially on the MS-DOS platform, make sure that the "last modified" date of a host file stays the same when the file is infected by the virus. This approach does not fool anti-virus software, however.

Some viruses can infect files without increasing their sizes or damaging the files. They accomplish this by overwriting unused areas of executable files. These are called cavity viruses. For example the CIH virus, or Chernobyl Virus, infects Portable Executable files. Because those files had many empty gaps, the virus, which was 1 KB in length, did not add to the size of the file.

Recent viruses avoid any kind of detection attempt by attempting to forcefully kill the tasks associated with the virus scanner before it can detect them.

As computers and operating systems grow larger and more complex, old hiding techniques need to be updated or replaced.

How Viruses Infect
(Kuidas viirused nakatavad)
Avoiding Bait Files and Other Undesirable Hosts

 (Bait failidest ja teistest mittesoovitavatest võõrustajatest hoidumine)
A virus needs to infect hosts in order to spread further. In some cases, it might be a bad idea to infect a host program however. For example, many anti-virus programs perform an integrity check of their own code. Infecting such programs will increase the likelihood of virus detection. That’s why some viruses are programmed not to infect programs that are known to be part of anti-virus software. Another type of hosts viruses sometimes avoid is bait files. Bait files (or goat files) are files that are specially created by anti-virus software, or by anti-virus professionals themselves, to be infected by a virus. These files can be created for various reasons, all of which are related to the detection of the virus:

· Anti-virus professionals can use bait files to take a sample of a virus (e.g. a copy of a program file that is infected by the virus). It is more practical to store and exchange a small infected bait file, than to exchange a large application program that has been infected by the virus.

· Anti-virus professionals can use bait files to study the behaviour of a virus and evaluate detection methods. This is especially useful when the virus is polymorphic. In this case, the virus can be made to infect a large amount of bait files. The infected files can be used to test whether a virus scanner detects all versions of the virus.

· Some anti-virus software employs bait files that are accessed regularly. When these files are modified, the anti-virus software warns the user that a virus is probably active on the system.

Since bait files are used to detect the virus, or to make detection possible, a virus can benefit from not infecting them. Viruses typically do this by avoiding suspicious programs, such as small program files or programs that contain certain patterns of 'garbage instructions'.

A related strategy to make baiting difficult is sparse infection. Sometimes, sparse infectors do not infect a host file that would be a suitable candidate for infection in other circumstances. For example, a virus can decide on a random basis whether to infect a file or not, or a virus can only infect host files on particular days of the week.

Stealth
(Salajane)
Some viruses try to trick anti-virus software by intercepting its requests to the operating system. A virus can hide itself by ensuring that a request of anti-virus software to read an infected file is passed to the virus, instead of to the operating system. The virus can then return an uninfected version of the file to the anti-virus software, so that it seems that the file is "clean". Modern anti-virus software employs various techniques to counter stealth mechanisms of viruses. The only completely reliable method to avoid stealth is to boot from a medium that is known to be clean.

Self-modification
(Iseeneselik muutmine)
Most modern antivirus programs try to find virus-patterns inside ordinary programs by scanning them for virus signatures. A signature is a characteristic byte-pattern that is part of a certain virus or family of viruses. If a virus scanner finds such a pattern in a file, it notifies the user that the file is infected. The user can then delete or "clean" the infected file. Some viruses employ techniques that make detection by means of signatures difficult or impossible. These viruses modify their code on each infection.

In the past, some viruses modified themselves only in fairly simple ways. For example, they regularly exchanged subroutines in their code. This poses no problems to reasonably advanced virus scanners.

Encryption With a Variable Key
 (Krüptimine muutuva võtmega)
A more advanced method is the use of simple encryption to encode the virus. In this case, the virus consists of a small decrypting module and an encrypted copy of the virus code. If the virus is encrypted with a different key for each infected file, the only part of the virus that remains constant is the decrypting module. In this case, a virus scanner cannot directly detect the virus using signatures, but it can still detect the decrypting module, which makes indirect detection of the virus possible.

Mostly, the decryption techniques that these viruses employ are fairly simple and mostly done by just xoring each byte with a randomized key that was saved by the parent virus. The use of XOR-operations has the additional advantage that the encryption and decryption routine are the same.
Polymorphic code

(Kuju muutev kood)
Polymorphic code was the first technique that posed a serious threat to virus scanners. Just like regular encrypted viruses, a polymorphic virus infects files with an encrypted copy of itself, which is decoded by a decryption module. In the case of polymorphic viruses however, this decryption module is also modified on each infection. A well-written polymorphic virus therefore has no parts that stay the same on each infection, making it impossible to detect directly using signatures. Anti-virus software can detect it by decrypting the viruses using an emulator, or by statistical pattern analysis of the encrypted virus body. To enable polymorphic code, the virus has to have a polymorphic engine (also called mutating engine or mutation engine) somewhere in its encrypted body.

Some viruses employ polymorphic code in a way which constrains the mutation rate of the virus significantly. For example, a virus can be programmed to mutate only a little bit over time, or it can be programmed to keep from mutating when it infects a file on a computer that already contains copies of the virus. The advantage of using such slow polymorphic code is that it makes it more difficult for anti-virus professionals to obtain representative samples of the virus, because bait files that are infected in one run will typically contain identical or similar samples of the virus. This will make it more likely that the detection by the virus scanner will be unreliable and as a result of this some instances of the virus may be able to avoid detection.

Metamorphic code
(Uuesti programmeeruv kood)
To avoid being detected by emulation, some viruses rewrite themselves completely each time they are to infect new executables. Viruses that use this technique are said to be metamorphic. To enable metamorphism, a metamorphic engine is needed. A metamorphic virus is usually very large and complex.

Fast and Slow Infectors
(Kiired ja aeglased  nakatajad)
A fast infector infects any file accessed, not just running. A slow infector only infects files as they are being created or modified. The term fast or slow when dealing with viruses pertains to how often and under what circumstances they spread the infection. Typically, a virus will load itself into memory when an infected program is running. And then it waits for other programs to be run and infects them at that time.

A fast infector infects programs not just when they are running, but also when they are simply accessed. The purpose of this type of infection is to ride on the back of anti-virus software to infect files as they are being checked. By its nature, anti-virus software opens each file on a disk being checked in order to determine if a virus is present. A fast infector that has not been found in memory before the scanning starts will spread itself quickly throughout the disk.

A slow infector does just the opposite. A slow infector will only infect files when they are created or modified. Its purpose is to attempt to defeat integrity checking software by piggybacking on top of the process which legitimately changes a file. Because the user knows the file is being changed, they will be less likely to suspect the changes also represent an infection. By its nature a slow infector does not spread rapidly and if the integrity checker has a scanning component it will likely be caught. Also, an integrity checker that is run on a computer booted from a known-clean floppy disk will be able to defeat a slow infector.

Sparse Infectors
(Hajusad nakatajad)
In order to spread widely, a virus must attempt to avoid to be detected. To minimize the probability of its being discovered a virus could use any number of different techniques. For example it might only infect every 32nd time a file is executed secondly it might only infect files whose lengths are within narrowly defined ranges or whose names begin with letters in a certain range of the alphabet. There are many other possibilities. A virus which uses such techniques is termed a sparse infector.

Armoured
(Soomustatud)
Armored is a class that overlaps other classes of viruses. Basically, an armored virus uses special "tricks" designed to foil anti-virus researchers. Any anti-virus researcher who wants to find out how a virus

works must follow the instruction codes in the virus. By using a variety of methods, virus writers can make this disassembly task quite a bit more difficult. This usually make the virus larger as well.
Multipartite
(Mitmeosalised)
Some viruses can be all things to all machines. Depending on what needs to be infected, they can infect system sectors or they can infect files. These rather universal viruses are termed multipartite (multi-part). Sometimes the multipartite virus drops a system sector infector; other times a system sector infector might also infect files.

Multipartite viruses are particularly nasty because of the number of ways they can spread. Good news is it is hard to write.

Spacefiller (also called Cavity)
(Kohatäitjad)
Most viruses take the easy way out when infecting files; they simply attach themselves to the end of the file and then change the start of the program so that it first points to the virus and then to the actual program code. Many viruses that do this also implement some stealth techniques so you don't see the increase in file length when the virus is active in memory.

A spacefiller (cavity) virus attempts to be clever. Some program files have empty space inside of them. This empty space can be used to house virus code. A spacefiller virus attempts to install itself in this empty space while not damaging the actual program itself. An advantage of this is that the virus then does not increase the length of the program and can avoid the need for some stealth techniques. Because of the difficulty of writing this type of virus and the limited number of possible hosts, cavity viruses are rare...however... A new Windows file format known as Portable Executable (PE) is designed to make loading and running programs faster. While a great goal, the implementation has the effect of leaving potentially large gaps in the program file. A cavity (spacefiller) virus can find these gaps and insert itself into them. The CIH virus family takes advantage of this new file format.
Camouflage
(Maskeering)
You don't hear much about this type of virus. It is rare and, because of the way anti-virus programs have evolved, is unlikely to occur in the future. When anti-virus scanners were based completely on signatures there was always the possibility of a false alarm when the signature was found in some uninfected file (a statistical possibility). Further, with several scanners circulating, each had their own signature database and when scanned by another product may indicate infection where there was none simply because of the inclusion of the virus identification string. If this happened often, the public would get understandably annoyed (and frightened). In response, a scanner might therefore implement logic that, under the right circumstances, would ignore a virus signature and not issue an alarm. While this "skip it" logic would stop the false alarms, it opened a door for virus writers to attempt to camouflage their viruses so that they included the specific characteristics the anti-virus programs were checking for and thus have the anti-virus program ignore that particular virus. 

This never became a serious threat; but the possibility existed. Today's scanners do much more than simply look for a virus signature string. In order to identify the specific virus variant they also check the virus code and even checksum the virus code to identify it. With these cross-checks it would be extremely difficult for a virus to camouflage itself and spoof a scanner.
NTFS ADS Viruses
(NTFS ADS viirused)
The NT File System (NTFS) contains within it a system called Alternate Data Streams (ADS). is subsystem allows additional data to be linked to a file. The additional data, however, is not always apparent to the user. Windows Explorer and the DIRectory command do not show you the ADS; other file tools (e.g., COPY and MOVE) will recognize and process the attached ADS file. 
An alternate stream file can be an executable and executed in a variety of ways. For our purposes here the files can be exploited by viruses that make their way into files saved as part of the normal stream. In one such exploit the virus (Streams) creates a copy of itself as a temporary EXE file and then copies the original EXE file as an ADS file attached to the temporary EXE file. The temporary EXE file is then renamed to the original EXE name. Now, when the user tries to run the original file they actually run the virus which does its thing and then sends the original program file to the operating system which then runs the program. The only thing you might see is a slight delay in program start. For a virus like Streams you should not just delete an infected file. If you do the original file will also be lost as it's attached. Now you will have to use the CAT utility. The virus can be operating system specific. Streams, for example, checks for Windows 2000 and only runs if it's found. There are other ways a virus might use an alternate data stream. It could, for example, hide most of its code attached to files not normally scanned by virus scanners (e.g., INI or other text files). Only a small executable that extracts the virus would have to be visible and might be easier to hide. There are more malicious things a virus could do as well (please don't ask).

Virus Droppers
(Viiruse tilgutid)
Basically, a dropper is just what the name implies: a program designed to run and install (or "drop") a virus onto your system. The program itself is not infected nor is it a virus because it does not replicate. So, technically, a dropper should be considered a Trojan. Often, because the virus is hidden in the program code, a scanner will not detect the danger until after the virus is dropped onto your system.

There is also a class of dropper that only infects the computer's memory, not the disk. These are given the name injector by some virus researchers.

Viruses and legitimate software
(Viirused ja seaduslik tarkvara)
The Vulnerability of Operating Systems to Viruses
(Operatsioonisüsteemide nõrkused viirustega seotult)
This became a particular concern in the 1990s, when Microsoft gained market dominance in desktop operating systems and office suites. Users of Microsoft software are most vulnerable to the spread of viruses because Microsoft software often includes many errors and holes. Integrated applications are also particularly vulnerable. Microsoft's software is mostly targeted by virus writers due to the fact it dominates desktop computers and laptops Operation System market.

It is important to note that any operating system that allows third-party programs to run can theoretically run viruses. However, some operating systems are less secure than others. Unix-based Operation Systems (and NTFS-aware applications on Windows NT based platforms) only allow their users to run executables within their protected space in their own directories.

For a long time there was an opinion that it is impossible to make UNIX viruses virtue of their underlying secure architecture. Windows and UNIX have similar scripting abilities, but while UNIX natively blocks normal users from having access to make changes to the operating system environment, Windows does not. But it isn’t so!
With the announcement of the Klez virus infection on Linux platforms, leading antivirus vendors started reminding us that Microsoft operating systems are not the only vulnerable OS when it comes to viruses. Even though users of Linux and other popular UNIX platforms may not be big users of the Microsoft bundled applications that transmit viruses, Linux and UNIX have their own vulnerabilities that may not be apparent at first glance.                                      ( http://techrepublic.com.com/5100-1035_11-5054187.html# )

Aside from Klez, other major threats affecting Linux/UNIX platforms are the Lion.worm, the OSF.8759 virus, Slapper, Scalper, Linux.Svat, and the BoxPoison virus—just to mention a few. ( http://techrepublic.com.com/5100-1035_11-5054187.html# )

The role of Software Development
(Tarkvaraarenduse roll)
Because software is often designed with security features to prevent unauthorized use of system resources, many viruses must exploit software bugs in a system or application to spread. Software development strategies which produce large numbers of bugs will generally also produce potential exploits.

Closed-source software development as practiced by Microsoft and other proprietary software companies is also seen by some as a security weakness. Open source software such as Linux, for example, allows all users to look for and fix security problems without relying on a single vendor. Some advocate that proprietary software makers practice vulnerability disclosure to fix this weakness.

Some Numbers, Figures and Statistics
(Mõned numbrid, näitajad ja statistika)
There were over 50,000 computer viruses in 2000 and that number was then and still is growing rapidly. Sophos, in a print ad in June 2005 claims "over 103,000 viruses." Fortunately, only a small percentage of these are circulating widely.

In 1990, estimates ranged from 200 to 500; then in 1991 estimates ranged from 600 to 1,000 different viruses. In late 1992, estimates were ranging from 1,000 to 2,300 viruses. In mid-1994, the numbers vary from 4,500 to over 7,500 viruses. In 1996 the number climbed over 10,000. 1998 saw 20,000 and 2000 topped 50,000. It's easy to say there are more now.

So like those numbers reveal viruses grow bretty fastly and it really is a major problem for computer users nowadays. No one can say that antivirus programs are useless and made only to make money for people who own antivirus program making companies . (Computer Viru Tutorial page 8)
Recent Top Ten email virus threats (17 January 2004);
(http://www.messagelabs.com/publishedcontent/publish/threat_watch_dotcom_en/threat_statistics/virus_top_ten/DA_113001.chp.html[image: image1.png]W32/Lovgate. W-mm
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)

Worl virus map (last 30 days from 16 November 2005);

(http://us.mcafee.com/virusInfo/default.asp?http://www.mcafee.com/anti-virus/default.asp
)
Kokkuvõte
Teemat kokku võttes võin tõdeda, et valisin selle igati õigesti. Sain teada palju uut ja huvitavat ning õppisin kindlasti ka ettevaatlikumalt viirustesse suhtuma.
Kõigepealt võtsin käsile teema viirus ja lahkasin, et mis asi on viirusja defineerisin selle. Järgnevalt  uurisin ka ajalugu, et kust on see kõik alanud ja millised nägid välja esimesed üllitised ning kui palju on tänapäevased variandid edasi arenenud.

Uurisin, mida on viirused võimelised nakatama.

Siis suundusin teemasse, et miks tekib inimesel idee arvutiviirusi luua. Mis kasu neist on ehk siis mis motiveerib neid ikka ja jälle tegema, eriti inimesi, kes teevad viiruseid, mis ei tee suurt midagi (ei varasta infot teistest arvutitest, ei keera seda tuksi vms). Paljud viirused on ju loodud nii, et tekitavad arvuti ekraanile, või mujale, vaid ohutu teksti.
Seejärel sisenesin huvitavasse teemasse, et kuidas viirus ennast minu masinasse kopeerib. Kuidas see toimub ja mida teha, et seda vältida. Selle teema all uurisin ka asukohaga ja asukohata viiruse variante.
Jõudsin võõrustajateni ehk siis kohtadeni, kus viirus pesitseda võib. Nendest tõin välja tuntumad, muidu oleks väga pikkaks nimekiri veninud.

Nüüd tekkis küsimus, et kuidas viirused suudavad minu arvutisse märkamatult tulla, eriti tänapäeval, kui on olemas igasugused viiruse tõrje võimalused olemas.

Jõudsin läbida ka teema: kuidas viirused nakatavad. Missuguseid erinevaid meetodeid on selleks olemas.
Uurimise all oli veel nn. Viiruse tilgutid, mis on programmid, mis on nii tehtud, et need kõigepealt jooksutavad ennas ja seejärel, kui on ennast käima saanud installeerivad ennast ise masinasse.

Käsitlesin ka valdkonda: viirused ja seaduslik tarkvara. Ehk siis legaalseid operatsioonisüsteeme ja mida tehakse nende arendamisel viiruste probleemiga seonduvalt.

Viimasena otsustasin uurida ka natukene numbreid, näitajaid ja statistikat, millest küll väga põhjalikku lõiku ei teinud.

Used materials
1. Computer Virus Tutorial (996-2005, Computer Knowledge, http://www.cknow.com/pages/Virus-Tutorial)
2. Wikipedia (http://en.wikipedia.org/wiki/Computer_viruses)

3.  Mc Cafe (http://us.mcafee.com/)
4.   Messagelabs (http://www.messagelabs.com) 
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